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ClickFox Gains Insight Into Open Source
Code Security With Black Duck

Company Overview

How do you get actionable insights
out of the data for each level

of your business? The ClickFox
platform is designed to rapidly
visualize data so that businesses
have comprehensive, dynamic
journey views to perform advanced
analytics. ClickFox also exports
journey data to daily operations

for insights at every level of the
enterprise. The ClickFox platform is
leveraged by business analysts and
data scientists to discover, create,
and analyze end-to-end journeys.

“Black Duck is the only
tool we've found that will
give true insight into the
open source used in your
code.”

Overview

With over a decade of expertise, Synopsys customer ClickFox transforms big data into
connected, dynamic journeys to deliver billions in incremental revenue, operational
efficiencies, and customer satisfaction improvements to its clients. ClickFox’s Fortune
500 customers include some of the world’s best-known banks, communications
companies, and utilities.

Challenge: Security and customer satisfaction

“ClickFox is the only customer journey analytics platform certified on Hadoop. Our
product mission is to enable the business analysts of our clients to easily perform
complex journey science and enable them to monetize data by gaining a deep
understanding of what their customers are experiencing,” explains Tim Friebel, ClickFox
vice president, product marketing officer.

“For example, a customer might be trying to make a payment on a service provider's
website and runs into an issue, then picks up the phone and works his way through

an automated system to speak to a service rep. ClickFox automatically collects and
connects the data from these disparate systems—such as websites, mobile devices,
interactive voice systems, and customer relationship systems—into journeys and
exposes the granular details that led to that journey, with the ultimate goal of improving
customer satisfaction, reducing operational costs and increasing revenue.”

The IT and enterprise manager for ClickFox is Zachary Johnson, who manages

the company’s IT, systems engineering, and networking teams. One of Johnson’s
responsibilities is to lead a cross-functional team of ClickFox representatives from their
DevOps, security and product groups for weekly reviews of Black Duck’s open source
code security scans.

“Due to the nature of our work, we rely heavily on the open source community,” says
Johnson. “From both a security and a customer satisfaction standpoint, we want to
make sure that the code we deliver to customers is free of vulnerabilities and potential
licensing problems and is the best code possible. Many of our customers also use
Black Duck and we want to be sure we're catching code vulnerabilities before they do.”
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Black Duck allows Results: True insight into open source being used
us to catch security Alth . .
. ough we knew we used a huge variety of packages from the open source community,
vulnerabilities before our we were still definitely surprised when we began using Black Duck to find the variety and
code goes out to clients.” breadth of open source that our product incorporates,” says Johnson. “What is really nice
about Black Duck is that it shows us all the places where open source is being used in our
~Zachary Johnson, IT and code. Black Duck is the only tool we've found that will give true insight into the open source

enterprise manager, ClickFox ) . o ) o )
used in your code. It not only presents you with vulnerabilities but provides remediation tips

from a central, easy-to-use portal.”

The Synopsys difference

Synopsys helps development teams build secure, high-quality software, minimizing risks while maximizing speed and productivity.
Synopsys, a recognized leader in application security, provides static analysis, software composition analysis, and dynamic analysis
solutions that enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source components, and
application behavior.

For more information about the Synopsys Synopsys, Inc. U.S. Sales: 800.873.8193
Software Integrity Group, visit us online at 185 Berry Street, Suite 6500 International Sales: +1 415.321.5237
WWW.Synopsys.com/software. San Francisco, CA 94107 USA Email: sig-info@synopsys.com
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